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ABSTRACT

Deep learning-based face verificattion model show high performance and are used in many fields, but there is a
possibility the user’s face image may be leaked in the process of inputting the face image to the model. Although
de-identification technology exists as a method for minimizing the exposure of face features, there is a problem in that
verification performance decreases when the existing technology is applied. In this paper, after combining the face features
of other person, a de-identified face image is created through StyleGAN. In addition, we propose a method of optimizing
the combining ratio of features according to the face verification model using HopSkipJumpAttack. We visualize the images
generated by the proposed method to check the de-identification performance, and evaluate the ability to maintain the
performance of the face verification model through experiments. That is, face verification can be performed using the
de-identified image generated through the proposed method, and leakage of face personal information can be prevented.
Keywords: De-identification, Face verification, Face privacy, Generative Adversarial Network, Decision-based attack
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Fig. 1. Architecture of StyleGAN Generator(12)
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Table 1. Cosine distance per face recognitior
model

Model Distance Rate
VGG-Face 0.3989760 100 %
Facenet 0.3998697 100 %
ArcFace 0.6798958 100 %
Faceneth12 0.2998695 100 %
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